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_ ® International personal data transfers before
Schrems |l

Adequacy decision

Standard Contract
Clauses

Binding Corporate
Rules (within the same

group)

Art. 49 derogations

(consent, contract,
public interest, ...)
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~ ® International personal data transfers after Schrems
1l

I — (N R
Adequacy decision § . & im <SS \£=

where “in practice” impingement
of effectiveness of SCCs
(BCRs?): supplementary
measures

Assessment of local
laws and their impact

(b) that it has no reason to believe that the legislation applicable to it prevents it from fulfilling the instructions received from the
data exporter and its obligations under the contract and that in the event of a change in this legislation which is likely to have a
substantial adverse effect on the warmanties and obligations provided by the Clauses, it will promptly notify the change to the .
data exporter as soon s it is aware, in Which case the data exporter is entitled to suspend the transfer of data and/or terminate Art . 49 d ero g a't ions

e contct (consent, contract,

US: e.g. FISA, E.O. 12333, Cloud Act public interest, ...)
& other non-EEA countries
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European Essential Guarantees




® EDPB Guidelines re supplementary measures

. Identi_fy - Assessment of guarantees
international in place

transfers and - Impact 3rd country
tools legislation

/

’ Technical measures (e.g., for transfers
to cloud servers):
Assess « encryption at rest and in transit
adequacy + pseudonymisation
SC h rems | | tools provided that they meet certain
. requirements : state-of-the-art, location of
fO | | owin g the organisation that holds the key
(cannot be the data importer/cloud
E D P B service provider), etc

E.g., in the case of g ul d el | n eS Contractual measures : information

* Ad hoc de minimis obligations of the data importer towards
gxception (art. 49 81 in , Supplement th_e data exporter re. developments in the
fine GDPR) o ary third country, etc.

* BCRs [approval]

« Ad hoc contractual 0 CE RS Organisational measures : internal
clauses instead of policies, standard procedures in the event
SCCs [approval] (art. of covert or official requests from public
49 83(a) GDPR) authorities to access data
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~ ® Practical step plan

NO

INTERNATIONAL
PERSONAL DATA YES

TRANSFER (incl. YES
Access from abroad)? Adequacy decision ?

I .

i (D « Transfer » includes | SCCs in place + ?Xtra YES

! mere ACCESS to i measures where impact

I data by any party | in practice (not in case of

| __outside the EUEEA | residual risk) ?

; Derogation applicable ? YES

' (D Ad hoc de minimis transfer: E.g.

i * non-repetitive Ad hoc de minimis transfer

i + limited amount of data subjects Explicit consent

i+ compelling legitimate interests Contract

. suitable safeguards Public interest

1

1

« notification to the CNPD Legal claims
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Data Processing Agreement
(art. 28 GDPR)

Transfer allowed
@ Inform data subjects
® DPA (art. 28 GDPR)

Transfer allowed
@ Inform data subjects
@ no separate DPA
@® Re-evaluation

Transfer allowed
@ Inform data subjects

@ Check (and fulfill) possible
obligations (art. 49 GDPR)

Suspend / terminate transfer




~ ® Recommendations

Identify and map international transfers (“Know your transfers”)

Propose SCCs to non-EEA partners having access to the data or otherwise

Monitor and regularly re-evaluate measures

Remind to inform data subjects of international transfers (art. 13-14 GDPR)
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(A Questions ?
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Contact detalils

Vincent Wellens

Partner, IP, Technology Law & Data Protection
T.+35226 1229 34

E. Vincent.Wellens@nautadutilh.com

Sigrid Heirbrant

Senior Associate, Technology Law & Data Protection
T. +352 26 12 29 74 50

E. Sigrid.Heirbrant@nautadutilh.com

Carmen Schellekens Antoine Petronin

Counsel, Technology Law & Data Protection Associate, IP litigation & Data Protection
T.+35226 12 29 74 06 T.+35226 12297451

E. Carmen.Schellekens@nautadutilh.com E. Antoine.Petronin@nautadutilh.com

Lindsay Korytko

Senior Associate, Technology Law & Data Protection
T. +35226 1229 74 22

E. Lindsay.Korytko@nautadutilh.com

e

Questions?
At your disposal!
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A brief presentation of our firm

Firm profile S O e

Number of partners, associates and other legal staff. NautaDutilh P —

. . . e . 1082 PR Amsterdam
* Aninternational law firm practising Dutch, Belgian, Luxembourg and T +31 20 717 10 00

Dutch Caribbean law, F+3120 717 11 11
founded in 1724.

The Netherlands

Weena 800
3014 DA Rotterdam
* One of the largest law firms in the Benelux region: T +31 10 224 00 00

o 388 lawyers including 72 partners, F 31104148444
including 14 female partners.

i ) Chaussée de la Hulpe 120
o 10 of our lawyers are also university professors. Seli B-1000 Brussels
€lgium T +32 2 566 80 00

» Spread across 6 offices and 5 country desks: F+322566 80 01
Offices in Amsterdam, Brussels, London, Luxembourg, New York and

2, rue Jean Bertholet
Rotterdam. Luxembour L-1233 Luxembourg
9 T +352 26 12 291
*  Our country desks focus on: Fr3sz26684331
Germany, France, India, China and Japan.

. i i i 2 Copthall Avenue
We also monitor growth markets such as Brazil, Mexico, Indonesia, United Kingdom London EC2R 7DA
South Korea and Turkey. (rep. office) T +44 20 7786 9100
F +44 20 7588 6888
* Anindependent firm with non-exclusive relations with the top law firms One Rockefeller Plaza
in more than 80 countries. United States of America NY 10020 New York
(rep. office) T +1 212 218 2990
F +1 212 218 2999
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